
 

 

 

 

 

 

 

EXHIBIT 1 



 

The investigation into this matter is ongoing, and this notice will be supplemented with any new 
significant facts learned subsequent to its submission.  By providing this notice, CFG does not 
waive any rights or defenses regarding the applicability of Maine law, the applicability of the 
Maine data event notification statute, or personal jurisdiction. 
 

Nature of the Data Event 
 

On March 16, 2022, CFG received notice from its third-party printing service provider, R.R. 
Donnelley & Sons Company (“RRD”), of a data security event that impacted RRD systems. RRD 
reported that on December 23, 2021, it identified anomalous activity on its network. RRD 
investigated the activity and determined that between November 29, 2021 and December 23, 2021, 
RRD systems were accessed by an unknown actor. 
 
Upon receiving notice from RRD, CFG immediately commenced an investigation which included 
requesting additional information on the event and RRD’s investigation. On March 27, 2022, RRD 
began providing CFG access to files that were present on the impacted RRD systems. RRD 
continued providing information through June 1, 2022.  While CFG is still reviewing this 
information, on or about May 18, 2022, CFG identified personal information relating to two (2) 
Maine residents including name and Social Security number. 
 

Notice to Maine Residents 
 

On or about June 9, 2022, RRD, on behalf of CFG, began providing written notice of this incident 
to two (2) Maine residents.  Written notice is being provided in substantially the same form as the 
letter attached here as Exhibit A. 
 

Other Steps Taken and To Be Taken 
 

Although CFG continues to take steps to understand the impact the RRD event has on CFG and 
its affiliates, as part of its ongoing commitment to data security, CFG is reviewing its policies and 
procedures regarding third-party vendors, data transfers, and working with RRD to evaluate 
additional measures and safeguards in response to this incident.  
 
Complimentary credit monitoring services for one (1) year, through Experian, is being offered to 
individuals whose personal information was potentially affected by the RRD event.  These 
individuals are also being provided with guidance on how to better protect against identity theft 
and fraud. Additionally, CFG is providing individuals with information on how to place a fraud 
alert and security freeze on one’s credit file, the contact details for the national consumer reporting 
agencies, information on how to obtain a free credit report, a reminder to remain vigilant for 
incidents of fraud and identity theft by reviewing account statements and monitoring free credit 
reports, and encouragement to contact the Federal Trade Commission, their state Attorney General, 
and law enforcement to report attempted or actual identity theft and fraud. 
 
CFG is providing written notice of this incident to relevant regulators, and to the three major credit 
reporting agencies, Equifax, Experian, and TransUnion.     



 

 

 

 

 

 

 

EXHIBIT A 










